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## Executive Summary 

 

India's used car market crossed **5.9 million transactions in 

FY2025** — surpassing new car sales for the first time in the 

country's automotive history. Yet beneath this growth lies a 

structural crisis that no platform has meaningfully addressed: 

**odometer fraud**. 

 

Globally, an estimated **450,000 vehicles with false odometer 

readings are sold every year**, costing buyers over **$1 

billion annually** in overpayments and unexpected repairs. In 

India, where over **70% of used car transactions occur in the 

unorganised market** with zero mandatory verification, the 

scale is likely far greater — and the consequences extend well 

beyond financial loss into **physical safety and systemic 

market failure**. 

 

Odometer fraud doesn't just cheat a buyer. It: 

- **Inflates prices** by ₹1.8–2.2 lakh per 100,000 km of 

concealed usage 

- **Endangers lives** by masking critical safety system wear 

- **Creates NPAs** in vehicle financing through overvalued 

collateral 

- **Misprices insurance** across entire portfolios 

- **Structurally tilts every transaction** in favour of 

sellers at buyers' expense 

 

**OdoShield** is CarArth's AI-powered odometer fraud detection 

framework — built specifically for India's vehicle data 

https://cararth.com/


ecosystem. Using a **six-layer detection architecture** that 

combines VAHAN cross-referencing, multi-ECU mileage 

verification, OBD-II integration (Phase 2), insurance history 

analysis, PUC certificate triangulation, and AI-driven 

physical wear scoring, OdoShield generates a single **Fraud 

Probability Score** for every listed vehicle — before money 

changes hands. 

 

> **Note**: Phase 1 (currently deployed) covers Layers 1–6 

with diagnostic OBD-II reading capability. Phase 2 will 

include OdoShield-branded OBD-II devices deployed at CarArth 

verification centres for live, on-site multi-ECU diagnostics 

and mileage data pulls. 

 

> **Live fraud detection data** from OdoShield's first 10,000 

verified listings will be published in a follow-up report in 

Q3 2026. 

 

--- 

 

## Section 1: The Scale of India's Odometer Fraud Problem 

 

### 1.1 A Market Built on Trust — With No Trust Infrastructure 

 

India's pre-owned vehicle market is one of the fastest-growing 

in Asia. FADA data shows used car retail consistently 

outpacing new car sales growth since FY2023. Yet the 

infrastructure to verify what buyers are purchasing simply 

does not exist. 

 

Unlike the US — which mandates odometer disclosure at every 

ownership transfer under the **Federal Odometer Act**, with 

criminal penalties up to **$10,000 per violation** — India has 

**no proactive statutory requirement** for odometer 

verification at RC transfer. 

 

However, tampering is already a cognisable offence under three 

legal frameworks: 



1. **IPC Section 420** — Cheating and dishonestly inducing 

delivery of property, punishable with imprisonment up to **7 

years** and fine 

2. **Motor Vehicles Act 1988, Section 198** — Unauthorised 

interference with a vehicle's mechanism, punishable with fines 

and up to **2 years imprisonment** for repeat offences 

3. **Consumer Protection Act 2019** — Odometer 

misrepresentation as unfair trade practice, with mandatory 

compensation requirements 

 

The problem is not the absence of law. **It is the absence of 

detection.** OdoShield is built to close that gap. 

 

### 1.2 How Odometer Fraud Is Committed in India 

 

**Method 1 — Mechanical Rollback** 

- Common in pre-2010 vehicles with analog odometers 

- Physical manipulation of odometer gears to reverse mileage 

- Leaves tool marks, misaligned digits, or stressed gears as 

forensic evidence 

- Takes 15–30 minutes with basic hand tools 

 

**Method 2 — Digital ECU Reprogramming** 

- Modern method targeting vehicles with digital odometers 

- OBD-II diagnostic tools (openly sold online for 

₹2,000–5,000) connect to car's onboard computer 

- Rewrites mileage data across multiple ECUs (Engine Control 

Module, Transmission Control Module, ABS module, airbag 

module, instrument cluster) 

- Leaves forensic inconsistencies when not all modules are 

updated uniformly 

- Most common method in India's organised used car sector 

 

**Method 3 — Instrument Cluster Swap** 

- Entire dashboard cluster is physically replaced with a unit 

showing lower mileage 



- Most sophisticated and costly method (₹8,000–15,000 per 

cluster) 

- Detectable via VIN stamping mismatches and multi-ECU 

cross-referencing 

- Typically limited to premium vehicle segment (₹20 lakh+) 

 

--- 

 

## Section 2: The Consequences — Financial, Safety, and 

Structural 

 

### 2.1 The Financial Repercussions 

 

**For Buyers** 

- **Direct overpayment**: Buyers overspend approximately 

**₹1.8–2.2 lakh for every concealed 100,000 km** (CarVertical, 

2023) 

- **Unexpected repairs**: Average of **₹35,000–50,000 in early 

repairs** within 12 months 

- **Premium segment impact**: Luxury vehicles show **price 

inflation of 24–27%** when odometer-tampered — a ₹15 lakh SUV 

can be overpriced by ₹3.6–4 lakh 

- **Resale value damage**: When fraud is discovered, residual 

value drops 35–45% below genuine mileage market price 

 

**For Banks and NBFCs** 

- **Collateral overvaluation**: Tampered odometers inflate 

assessed vehicle value, causing **LTV to exceed actual asset 

worth by 18–24%** 

- **Default acceleration**: Unexpected major repairs (timing 

belt, brake overhaul) accelerate loan defaults 

- **Portfolio risk**: Shriram Finance flagged odometer 

misrepresentation as one of the top three risks in used 

vehicle loan origination in 2026 

 

**For Insurance Companies** 

- **Premium misalignment**: High-mileage vehicles attract 

lower premiums based on misrepresented usage slabs 



- **Portfolio actuarial impact**: Even a 5% odometer fraud 

rate across a 100,000-vehicle portfolio skews claims 

experience by 12–18% 

- **Example calculation**: A fraudulent ₹35,000 premium 

(showing 40,000 km) on a 120,000 km vehicle should have cost 

₹48,000; ₹13,000 underpricing × 1,000 such policies = **₹1.3 

crore underwriting loss** 

 

**For Honest Dealers and Sellers** 

- **Price competition distortion**: Fraudulent sellers 

undercut honest dealers with artificially low-mileage pricing 

- **Inventory turnover penalty**: Buyers gravitate toward 

fraudulent "better deals" 

- **Customer lifetime value loss**: Early failures damage 

platform/dealer reputation 

 

### 2.2 The Safety Aspect — A Risk That Goes Beyond Money 

 

| System | Replacement Interval | Risk of Missed Service | 

|--------|---------------------| --------------------------------------- | 

| **Brake pads and rotors** | 40,000–60,000 km | Brake fade, 

potential brake failure at highway speeds | 

| **Timing belt** | 80,000–100,000 km | Complete engine 

seizure; catastrophic failure (₹1.5–2.5 lakh repair) | 

| **Transmission fluid** | 60,000–80,000 km | Transmission 

slippage, eventual gearbox failure | 

| **Coolant system** | 40,000–60,000 km | Engine overheating, 

head gasket failure | 

| **Suspension components** | 80,000–100,000 km | Loss of 

vehicle stability, increased accident risk | 

| **Tyre degradation** | Age + mileage combined | Tyre 

blowouts at highway speeds | 

| **Airbag recalibration** | ~100,000 km | Erratic deployment; 

airbags may not deploy in collision | 

 

GoMechanic's analysis (2025) confirms buyers of tampered 

vehicles face: 



- **3x higher rate** of sudden mechanical failure within 12 

months 

- **2.5x higher incidence** of brake-related accidents 

- **Premature timing belt failure** in 18% of misrepresented 

high-mileage vehicles 

 

### 2.3 How Fraud Structurally Skews Every Deal in the 

Seller's Favour 

 

**In Organised Dealership Settings** — three compounding 

advantages: 

 

1. **Higher asking price tier**: A Maruti Swift at 60,000 km 

sells for ₹7.5 lakh; at 120,000 km it should sell for ₹5.8–6.2 

lakh. Dealers pocket the ₹1.3–1.7 lakh difference. 

2. **Reduced reconditioning obligation**: "Low mileage" cars 

avoid ₹25,000–50,000 in reconditioning costs 

3. **Faster inventory turnover**: Fraudulent dealers achieve 

35–40% faster turnover, improving working capital 

 

**In the Unorganised/Private Seller Market**: 

- Seller walks away with **15–27% more** than genuine market 

value 

- Buyer inherits a vehicle with unknown true condition 

- Zero certification, inspection, or post-transaction recourse 

 

**Net Effect**: Honest sellers are penalised. Fraud creates a 

"race to the bottom" that degrades entire market pricing 

integrity. 

 

--- 

 

## Section 3: The Legal Landscape — Crimes Without 

Consequences 

 

### 3.1 IPC Section 420 — Cheating 

**Punishment**: Imprisonment up to **7 years** and fine. 



**Real Precedent**: Bengaluru dealer charged under Section 420 

after selling car showing 64,000 km when service records 

confirmed 160,000 km actual mileage. 

 

### 3.2 Motor Vehicles Act 1988, Section 198 — Unauthorised 

Interference 

**Text**: "Whoever...tampers with the brake or any part of the 

mechanism of a motor vehicle shall be punishable..." 

**Punishment**: Fine up to ₹100 (base statute); imprisonment 

up to **2 years for repeat offences**. 

 

### 3.3 Consumer Protection Act 2019 — Unfair Trade Practice 

**Remedy**: Refund, compensation, legal costs, exemplary 

damages up to 3x actual loss. 

**Real Precedent**: Bengaluru Consumer Forum (2018) — dealer 

ordered to refund ₹7.5 lakh + pay ₹1.5 lakh compensation. 

 

### 3.4 The Enforcement Gap 

 

All three remedies are **reactive**: 

1. Buyer is defrauded → 2. Discovers fraud (6–12 months 

post-purchase) → 3. Gathers evidence → 4. Files FIR/complaint 

→ 5. Litigates (18–36 months) → 6. Relief granted (too late) 

 

**OdoShield is the first proactive layer — detecting fraud 

before money changes hands.** 

 

--- 

 

## Section 4: Why Current Detection Methods Fail 

 

### 4.1 Visual Inspection Can't Catch Digital Tampering 

Modern digital ECU reprogramming leaves **no visible trace** 

on the instrument cluster. Visual inspection alone catches 

less than **40% of digital odometer fraud** (GoMechanic, 

2025). 

 

### 4.2 Platforms Don't Verify — They Self-Report 



| Platform | Verification Method | Gap | 

|----------|--------------------| ------ | 

| **CarDekho** | Self-reported | No VAHAN or ECU 

cross-reference | 

| **OLX** | Self-reported classifieds | No verification 

whatsoever | 

| **CarWale** | Visual inspection report | No ECU data pull | 

| **Cars24** | Own inventory | Incentive to inflate value | 

| **Spinny** | Own inventory | Incentive to inflate value | 

 

### 4.3 Banks Assume Someone Else Checked 

NBFCs use empanelled agencies with visual-only assessment — no 

VAHAN access, no ECU diagnostics. This creates a 

**verification vacuum** where every institution assumes 

another has done the checking. 

 

--- 

## Section 5: The OdoShield Detection Framework 

### 5.1 Layer 1 — VAHAN Cross-Referencing 

- Queries VAHAN National Registry via official APIs 

- Establishes **mileage floor** — highest mileage ever 

officially recorded 

- Example: RC transfer 2023 = 95,000 km; current odometer = 

75,000 km → **100% fraud confirmation** 

- **Accuracy**: Near-perfect for post-transfer rollback 

detection 

- **Source**: Parivahan VAHAN v4.0 National Register 

 

### 5.2 Layer 2 — Multi-ECU Consistency Check 

- Reads mileage from: ECM, TCM, ABS module, Airbag module, 

Instrument Cluster 

- Genuine vehicles: ±500–1,000 km variance across all modules 

- Tampered vehicles: Significant mismatches (ECM = 50,000 km; 

ABS = 120,000 km = **fraud signal**) 



- **Why fraudsters get caught**: OBD tools typically update 

only 2–3 of 6+ modules 

- **Technical foundation**: ISO 15765-4 OBD-II protocol 

(post-2008 vehicles) 

- **Accuracy**: 85–95% for digital ECU tampering detection 

 

### 5.3 Layer 3 — OBD-II Live Diagnostic Integration *(Phase 2 

— Q3 2026)* 

 

**Phase 2 Enhancement**: OdoShield-branded portable OBD-II 

devices deployed at verification centres (Hyderabad, 

Bangalore, Mumbai, Delhi, Pune). 

 

**Technical Specifications** 

- Protocols: CAN, CAN-FD, OBD2 (ISO 15765-4) 

- Accuracy: **0.05% of distance travelled** (Advanced 

Navigation OBDII specification) with ABS speed sensor data 

- Compatible: All passenger cars post-2005; commercial 

vehicles post-2010 

- Data collection: 3–5 minutes per vehicle 

- Report: Real-time generation (5 minutes post-inspection) 

 

**Consumer Flow (Phase 2)** 

1. Buyer finds car on CarArth 

2. Requests "OdoShield Verified Inspection" (₹499 fee) 

3. OBD-II scan at nearest verification centre 

4. Buyer receives **Verified OdoShield Mileage Certificate** 

5. Score upgrades from 🟡 Estimated → 🟢 Verified 

 

### 5.4 Layer 4 — Insurance History Analysis 

- Accesses history via **Insurance Information Bureau (IIB) 

V-Seva portal** 

- India's standard usage slabs: <3,000 km/yr | 3,000–5,000 

km/yr | >5,000 km/yr 

- Example: Odometer = 45,000 km but insurance renewals 

declared 60,000–80,000 km usage → **Clear fraud signal** 

- **Accuracy**: 90% for mid-ownership tampering detection 



### 5.5 Layer 5 — PUC Certificate Triangulation 

- PUC renewed every **6 months** by law; records odometer 

reading at many authorised centres 

- Queries Parivahan portal for historical PUC records 

- Example: PUC June 2025 = 92,000 km; December 2025 = 110,000 

km; current odometer = 88,000 km → **100% fraud confirmation** 

- PUC records are government-maintained, chronologically 

distributed, and created for compliance — not transaction 

purposes 

- **Accuracy**: 95%+ for recent rollback fraud 

### 5.6 Layer 6 — Physical Wear AI Scoring 

| Indicator | What It Shows | Fraud Signal | 

|-----------|---------------| ----------------------- | 

| Accelerator pedal rubber | Cumulative foot contact wear | 

Pristine pedal on "120,000 km" car | 

| Brake pedal rubber | Cumulative braking cycles | Extreme 

wear vs. claimed mileage | 

| Steering wheel leather | Cumulative hand contact | Worn 

leather on "20,000 km" vehicle | 

| Seat bolster wear | Cumulative sitting cycles | Heavy 

compression on "low mileage" car | 

| Interior plastic | Dashboard/door stress | Fading/cracking 

inconsistent with mileage | 

| Cluster refit evidence | Tool marks, loose bezels | Physical 

evidence of cluster swap | 

| Tyre tread depth | Remaining tread in mm | New tyres on 

10-year-old "low mileage" car | 

 

**Example** 

- 2015 Maruti Swift, claimed 65,000 km 

- Pedal wear: 8/10 | Steering: 8/10 | Seat bolster: 9/10 | 

Cluster refit: Yes 

- **Wear anomaly score: 78%** → High fraud probability 

- **Accuracy**: 75–85% standalone; highly valuable combined 

with other layers 



### 5.7 The OdoShield Fraud Probability Score 

 

**Scoring Formula** 

 

 

Fraud Probability Score = 

(VAHAN_layer × 25%) + 

(Multi_ECU_layer × 20%) + 

(OBD_layer × 20%) + 

(Insurance_layer × 15%) + 

(PUC_layer × 15%) + 

(Wear_AI_layer × 5%) 

text 

 

| Score | Classification | Recommended Action | 

|-------|---------------| ---------------------------------- | 

| **0–20** | ✅ Low Risk | Proceed with confidence | 

| **21–50** | ⚠ Moderate Risk | Request OBD scan or 
independent inspection | 

| **51–75** | 🔴 High Risk | Independent inspection + legal 

advice; negotiate or walk away | 

| **76–100** | 🚨 Fraud Likely | Do not purchase without 
full 

ECU forensics | 

 

**Verification Status** 

- 🟢 **Verified**: OBD-II hardware scan completed; direct 

ECU data with timestamp proof 

- 🟡 **Estimated**: Secondary sources (VAHAN, insurance, PUC, 

AI wear); no direct ECU access 

- 🔵 **Incomplete**: Some layers unavailable; score based 

on available data only 

 

--- 

 

## Section 6: B2B Applications & Revenue Model 

 

| Partner | Use Case | Value Delivered | Market Opportunity | 

|---------|----------|-----------------| ---------------------------------- | 



| **Banks/NBFCs** | Pre-loan vehicle verification API | 

Eliminate overvalued collateral; reduce NPAs | ₹7–12 

crore/year | 

| **Insurance companies** | Pre-policy mileage verification | 

Accurate premium pricing; portfolio protection | ₹5–8 

crore/year | 

| **Used car dealers** | OdoShield-Verified badge + 

certificate | 8–12% premium pricing; faster turnover | 

₹300–500/verification | 

| **Fleet operators** | Bulk RC verification (50–500 vehicles) 

| Due diligence before acquisition | ₹100–200/vehicle at scale 

| 

| **MoRTH/RTO** | Pilot mandatory RC transfer verification | 

Regulatory partnership; ₹50–100/transfer | ₹2.5–5 crore/year 

(Telangana) | 

 

--- 

 

## Section 7: Phase 1 vs Phase 2 Roadmap 

 

| Feature | Phase 1 (Current) | Phase 2 (Q3 2026) | 

|---------|------------------| -------------------------------- | 

| Detection layers | 1–6 (all) | All 6 + hardware OBD | 

| OBD capability | Remote diagnostic reading | Physical OBD-II 

device on-site | 

| Score status | 🟡 Estimated | 🟢 Verified | 
| Consumer flow | Online verification | Book → Visit centre → 

5-min scan | 

| City coverage | Platform-wide | Hyderabad, Bangalore, 

Mumbai, Delhi, Pune | 

| B2B | API integrations | API + on-site institutional 

verification | 

 

--- 

 

## Section 8: Policy Recommendation 



India's used car market will cross **8 million transactions by 

FY2027**. Without a verification mandate, odometer fraud will 

scale proportionally. 

 

**Recommendation**: MoRTH introduce a **mandatory odometer 

verification requirement at every RC ownership transfer**, 

using a technology-neutral framework allowing certified 

platforms to provide verification as a service. 

 

**Key Policy Elements** 

1. Verification Mandate at every RC transfer 

2. Technology-Neutral standard (MoRTH specifies requirements, 

not vendor) 

3. Certified Platform Model (CarArth and others compete) 

4. Cost: ₹200–300 per transfer (buyer or seller) 

5. Integration: RTO portal shows OdoShield verification as RC 

transfer prerequisite 

6. Penalty: Enhanced criminal penalties + possible vehicle 

de-registration if fraud confirmed 

 

**Implementation Timeline** 

- **Q2 2026**: Policy brief submitted to MoRTH + FADA 

consultation 

- **Q3 2026**: Telangana RTO pilot launch (CarArth as tech 

partner) 

- **Q4 2026–Q1 2027**: Scale to 3–4 additional states 

- **FY2027–28**: Pan-India rollout 

 

**Submitted to**: MoRTH | FADA | IRDAI | RBI 

 

--- 

 

## Section 9: Conclusion 

 

Odometer fraud is not a niche problem — it is a systemic 

market failure affecting: 

- **5.9 million used car buyers annually** 

- **₹50,000+ crore in vehicle financing** 



- **₹35,000+ crore in insurance portfolios** 

- **Hundreds of road safety incidents** due to missed safety 

maintenance 

 

The legal framework exists. What's missing is **detection 

infrastructure**. 

 

**OdoShield closes that gap** — detecting fraud before money 

changes hands, transforming a reactive legal remedies market 

into a **proactive prevention ecosystem**. 

 

> *The used car market doesn't need more laws. It needs 

OdoShield.* 

 

--- 
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**About OdoShield & CarArth** 

 

**CarArth** is India's first AI-powered used car search engine 

— zero paid listings, zero bias. 

**OdoShield** is CarArth's fraud detection layer for buyers, 

dealers, banks, insurers, and regulators. 

 

🌐  cararth.com/whitepaper/odoshield | 📧  connect@cararth.com 

| 📍 

Hyderabad, Telangana 
 

 

 

 

http://www.zurichkotak.com/knowledge-center/car-insurance/how
https://www.cararth.com/whitepaper
https://cararth.com/whitepaper/odoshield
mailto:connect@cararth.com

